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Security becomes the main concern when the resources are shared over a network for many purposes. For 
ease of use and time saving several services offered by banks and other financial companies are accessible 
over mobile apps and computers connected with the Internet. Intrusion detection (ID) is the act of detecting 
actions that attempt to compromise the confidentiality, integrity, or availability of a shared resource over a 
network. Intrusion detection does not include the prevention of intrusions. A different solution is required 
for intrusion prevention. The major intrusion detection technique is host-based where major accountabilities 
are taken by the server itself to detect relevant security attacks. In this paper, an intrusion detection algorithm 
using data mining is presented. The proposed algorithm is compared with the signature apriori algorithm for 
performance. The proposed algorithm observed better results. This framework may help to explore new 
areas of future research in increasing security in the banking and financial sector enabled by an intrusion 
detection system (IDS).  
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1. INTRODUCTION 

Data mining is being used for the purpose of cleaning, classifying, and 
examination of a large amount of network data for correlating common 
infringement for intrusion detection (Anwar et al., 2017). The main 
purpose for using data mining techniques for intrusion detection systems 
is because of the existence of the enormous volume and newly appeared 
network data that need processing. Data mining is helpful in intrusion 
detection as an improved variants detection. This is specifically true for 
anomaly detection. It is not limited to predefined signatures and the 
concern with variants as much as before since any variation from a normal 
signature to be treated as an attack, including previously undetermined 
variants of attacks. 

Another way is to control false alarms. Even if intrusions are false 
positives, with a learning process to detect a periodic sequence of false 
alarms, the system can filter those normal system events and keep track of 
false alarms at an agreeable level. Next is reduced false dismissals. The 
data mining approaches create patterns of normal events and abnormal 
events which are known as intrusions or attacks. It is also possible to 
introduce new types of attacks through an incremental learning process. 
This is the better way to detect more attacks correctly. This takes the lead 
to a decreased number of false intrusions. With improved efficiency, data 
mining could extract the most significant information out of a large volume 
of data. For a more efficient learning process, it is desirable to do pre-
processing before feature extraction and selection. The security of the 
banking and any financial sector is highly essential. The security is ensured 
by detecting and preventing intruders to attack the system. Figure 1 
presents the banking transaction environment in a secure system. 

 
Figure 1: IDS enabled banking transactions 

2. LITERATURE REVIEW 

A group researchers presented an Intrusion Detection System using text 

processing techniques based on Binary-Weighted Cosine Metric (BWC) 

(Rawat et al., 2006). The BWC considers both the number of shared system 

calls between two processes and frequencies of those calls as well.  The 

binary classifier k-Nearest Neighbour (k-NN) they used for classifying the 

sequence of system calls for normal or abnormal events. In other studies, 

researchers presented Fast Intrusion Detection System (FIDS) with the 

help of the singular value decomposition (SVD) method (Rawat et al., 

2006). The SVD may reduce the dimensions of the data which is a kind of 

data pre-processing technique. A group researchers proposed Frequency 

and ordering-based similarity measures for host-based intrusion 

detection using new similarities (Rawat et al., 2004). Notion is not so new. 

A study presented multikey access methods (MAM) based on 

superimposed coding techniques (SCT) (Davis et al., 1987).  
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They developed and compared one-level and two-level indexed descriptor 

systems for multikey retrieval. A group researchers reviewed the learning 

techniques for IDS. They exemplified the artificial neural network (ANN) 

learning methods used in IDS and surveyed various approaches used by 

other researchers for IDS and proposed an effective learning system to 

resolve the issue of the time-consuming training process and to enhance 

the rate of intrusion detection (Gaidhane et al., 2014). A group researchers 

presented a system for enhancing the efficiency of signature-based 

Network Intrusion Detection System (NIDS) using a parallel technique 

(Shiri et al., 2011). The NIDS promotes and reduces the time required to 

process enormous network traffic using high-speed parallel techniques as 

an alternative solution. A group researchers presented a data mining-

based IDS with a high-efficiency rate and low false negatives and false 

positives (Duquea and Omar, 2016). 

They used an NSL-KDD data set which contained 25192 cases with 22 

different types of data categories. A study presented a new host-based IDS 

by applying reinforcement learning (Xu and Xie, 2005). They used the 

Markov reward process model to model to simulate the behaviours of the 

sequences of system calls. Biswas and Roy presented a system for 

intrusion detection as a cloud-based system for cloud banking operations 

(Biswas and Roy, 2019). Machine learning has touched all the emerging 

areas of research. In other study, researchers used a supervised learning 

paradigm to develop a network intrusion detection system (Mebawondu 

et al., 2020). The presented a light-weight IDS based on information gain 

and multi-layer perceptron neural network.  

An intrusion or attack targeted to a network, or a system is a set of 

activities violating the security procedures, including the reliability and 

privacy of data and the accessibility of services. To ensure the availability 

and integrity of the system, the security of shared devices over a network 

especially Internet has become considerably important from various 

threats or attacks by hackers or intruders (Ren et al., 2016). As per the 

report from the Asia Pacific Computer Emergency Response Team (CERT) 

a massive increase in the volume of intrusions and cyber-attacks are 

detected in the previous decade (Asia Pacific Computer Emergency 

Response Team). Equally, according to a report from the Malaysia 

Computer Emergency Response Team distributed in 2016, 43% of a total 

of 9986 malicious events were involved as intrusions during system 

operating (Malaysia Computer Emergency Response Team Incident 

Statistic).  

The intrusions of attacks mean to exploit the vulnerabilities in the security 

process and the execution of the system supervised by an IDS (Scarfone 

and Mell, 2007; Inayat et al., 2017). By distinction, intrusions are simply a 

set of acts that infringe the security procedures coupled with the IDS itself 

(Inayat et al., 2017; Fraga and Powell, 1985). Notwithstanding the growth 

of several protective techniques such as encryption, firewalls, and other 

security measures for secure transmission, such systems currently hold 

limitations to detect intrusions. Hence, IDS with suitable 

countermeasures, like intrusion response system (IRS), is vital in the 

process to detect and respond to probable invasions (Inayat et al., 2016). 

Figure 2 shows different shared resources on the Internet which are to be 

secured by an intrusion detection system. 

 
Figure 2: Shared resources on the Internet under IDS 

3. TYPES OF INTRUSIONS 

Broadly, the intrusions or attacks are of two types namely active and 

passive. Additionally, the other attacks are fraud, sniffer, malicious, 

insider, exploit, close in, low-rate TCP, side channel, cover channel, spam, 

SQL injection, content-related, probing, vulnerabilities report, cyber 

harassment, DDOS/DOS, password, compromised key, application layer, 

distributed, remote local user, etc. In passive attacks, attackers aim to 

eavesdrop on the network, or the devices connected to a network but do 

not temper any data. But in active attacks, the hackers aim to gain 

unauthorized access over the network and/or devices and alter the 

data/information in the devices to demolish the whole network. 

Therefore, the systems must be capable enough to recover from such 

attacks rapidly using well-defined procedures in the intrusion detection 

system. An intrusion detection system with an IRS empowers a computer 

system or a device to mitigate the possible damage and recover rapidly 

from such unwanted events. These events are broadly divided into two 

sub-classes: network-based and host-based events (Neela and Kavitha, 

2013). The application layer includes host-based attacks such as spam, 

race condition, buffer overflow, mail forgery, etc. Host-based attacks are 

related to the performance of operating systems, and web services (Wu et 

al., 2012). Figure 3 presents the types of intrusions that may occur over a 

network. 

Figure 3: Intrusions over a network 

The table 1 presents a description of different intrusions/attacks and their 
suggested solutions. 

Table 1: Solutions to various intrusions 

 

4. THE PROPOSED ALGORITHM 

Figure 4 presents the proposed algorithm for intrusion detection. It works 
on historical data and current client data with their pre-processing. After 
re-processing the operation of mining is performed. The rule mining unit 
segregates it into two parts namely misuse rule and anomaly rules to 
detect for misuse and anomaly respectively for doubtful records. And the 
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process is continued with the rule mining unit. 

 
Figure 4: The proposed algorithm for IDS 

The figure 5 presents proposed data mining system for intrusion 
detection. It works on initial network data, history data and network 
packets. The system is trained on combined data from those sources to 
detect abnormal events over the network. This is continuous process and 
every time the system upgrades itself with all historical and recent 
data/activities. 

 
Figure 5: Data mining in intrusion detection 

5. INTRUSION PREVENTION SYSTEM 

Prevention is better than cure. If the intrusions are detected before they 
harm the system, it is good to go with them. Most intrusion prevention 
systems use one of three prevention methods namely signature-based 
intrusion prevention, statistical anomaly-based intrusion prevention, and 
stateful protocol analysis. Signature-based detection monitors data 
packets in the network and compares them with fixed attack pattern (Rana 
and Kumar, 2019). Statistical anomaly-based detections monitor the 
traffic on a network and compare against a recognized baseline. The 
baseline identifies the normal events of the network. The stateful protocol 
analysis compares the predetermined profiles of generally accepted 
classifications to initialize protocol activities for each protocol state 
against examined events to identify abnormalities. 

6. RESULTS AND DISCUSSION 

The results are investigated on the performance of the proposed algorithm 
using data mining with signature apriori algorithm (Agrawal and Srikant, 

1994). For experimental purposes, nine datasets of different sizes from 10 
MB to 90 MB were used. The hardware used for experiments comprised 
Pentium 5 processor with 4 GB RAM. The experiments are based on 
standard metrics for evaluation divided into two parts as normal and 
misclassified intrusions. Table 2 presents the performance comparison of 
the results of the proposed algorithm and signature apriori algorithm 
(Nalavade and Meshram, 2014). 

Table 2: Performance comparison of proposed algorithm and 
signature apriori algorithm 

Minimum 
Support 

Proposed 
Algorithm 

Signature 
Apriori Algorithm 

0.1 200 280 

0.2 175 260 

0.3 140 226 

0.4 120 212 

0.5 116 206 

0.6 105 192 

0.7 101 185 

0.8 100 180 

0.9 100 180 

The experiments present that as the minimum support decreases, both the 
algorithms go with increased processing time because of an increase in the 
total number of candidate item sets. Table 3 presents the effect of 
minimum support and threshold on anomaly detection using the data 
mining association rule.  

Table 3: The effect of minimum support and threshold on anomaly 
detection 

Minimum support Minimum 
confidence 

Direct intrusion 
detected 

20% 80% Yes 

20% 90% Yes 

20% 95% No 

25% 80% No 

25% 90% No 

Table 3 shows that the variations in minimum support and minimum 
confidence are comparatively small to cover intrusion detection at a high 
rate. 

7. CONCLUSION AND FUTURE SCOPE 

The use of data mining is widely being used in many areas and intrusion 
detection system is also not an untouched area. By strengthening the 
network towards a financial sector the productivity and safety of data can 
be ensured up to a high extent. In this paper, we presented an algorithm 
for intrusion detection that observed better results than the signature 
apriori algorithm. The use of data mining in security for various purposes 
including the banking and financial sector providing remarkable support 
to deal with various security threats. As the future scope of this work, the 
use of machine learning and transfer learning can be increased to observe 
the pattern or behavior of frequently targetting intrusions observed on 
one network and implemented on a different network. 
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