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This paper studied and designed a smart lock based on STM32F4 and CC2530 wireless module and proposed the
overall design scheme of the system. By utilize the wireless transmission characteristics of ZigBee module, we can
make the STM32F4 as the main control chip, and CC2530 as the wireless transmission module to realize the
control of smart door lock. The smart lock consists of a smart lock device and a CC2530 wireless transmission
module. The structure of the intelligent lock device mainly includes the module of door lock control chip,
monitoring module, lock tongue drive module and power supply circuit. The intelligent lock device uses the
STM32F4 microcontroller as the door lock control chip, sends an unlock instruction to the CC2530 module A by
using the USART serial port, and then sends the received instruction to the CC2530 module B connected with the

smart lock by the CC2530 module A. Control the opening and closing of the smart lock device.
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1. INTRODUCTION

With the development of modern science and technology, the "lock” is not
only a tool to lock the door, but also an intelligent tool that embodies the
wisdom. The lock has been developed from the traditional mechanical lock
to the intelligent pattern, however, the smart lock still has the following
problems in the development process:

1.) The passwords are easily leaked, the unlocking is slow, and it will take
longer time if we input the error password, in addition, it will be less
secure in the process of entering passwords with people who are next to
you.

2.) Contact IC card -smart lock card which application is less and less, only
used in the occasions which are related with the magnetic stripe card, is
easy to damage and lost.

3.) The cost of IC card of the Non-contact IC card smart lock is so high that
it is not suitable for large-scale application. And there are certain security
risks as the information is easy to be copied.

Our system adopts CC2530 wireless module to transmit unlocking and
locking signals, overcoming the problem of inputting the password and
making the IC card, improving the safety and practicality of the door lock.
and each module has low cost and low power consumption, so it is suitable
for large-scale application.

2. SYSTEM DESIGN
2.1 Principle of system

to the door. The unlocking part contains the door, lock and the CC2530
module B. Served as the slave communication end, the CC2530 module can
transmit the information of the control part to the door lock and utilize the
control circuit inside the lock body to change the opening and closing of
the lock.

2.2 The system structures

The CC2530 intelligent door lock is mainly composed of control unit and
locking end, in which the control unit contains STM32F4 one-chip
computer, CC2530 module A, and the locking end includes: body of locking
body and CC2530 module B and so on. As shown in Figure 1, the control

unit sends the AT signal which inputs by the user through the main
communication module CC2530 A, then the slave communication module
CC2530 B receives the AT signal sent by A.

MCU CC2530A CC2530B8 .
STM32F407 /N TheMain TheSlave | /—\/The Intelligent
76T6 ——— //| communication communication \l’*j/ lock body
module module

Figure 1: Intelligent lock structure diagram

When the users need to open the door, only send the unlock signal to the
control chip by the serial port debugging assistant, STM32F4 will send the
signal to the main communication module CC2530A through UART1,then,
through A to transmit the unlock signal to the slave communication
module B, After received the signal sent by A, B would unlock the lock,
Through the control circuit inside the lock to realize unlock action.

3. THE HARDWARE CIRCUIT
3.1 STM32F4 Microcontroller

STM32F4 with FPU and DSP instruction sets adopts the Cortex M4 kernel,
and possesses up to 192KB of SRAM with Camera Interface (DCMI),
cryptographic Processor (CRYP). high-Speed USB OTG, true Random
Number Generator, OTP memory, faster A / D conversion speed, lower
ADC / DAC working voltage, 32-bit timer, 6 serial ports, real-time clock
with calendar (RTC), IO multiplexing function greatly enhanced, 4K bytes
of battery backup SRAM As well as faster USART and SPI communication
speed. Its maximum operating frequency can reach to 168Mhz.

3.2 CC2530 module

In this paper, we designed the CC2530 1A wireless communication
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module by hand using discrete elements which would be easy to fabricate.
As shown in figure 2.
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Figure 2: CC2530 1A wireless communication module

The core of the module consists of MINI CC2530 chip, power supply
circuit, the download debugging interface, the serial port to the USB
conversion circuit, and the reset circuit. Among them, the MINI CC2530
ZigBee module has a small size,2.7dB patch ceramic antenna, which in
addition can send and receive signals at the same time, enabling long-
distance wireless communications with low power consumption.

Developed product locks. As shown in Figure 3.

Figure 3: The overall diagram of smart locks

The metal body which can resist damage and rust is safe and reliable.
Power Control Module. Shown in Figure 4
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Figure 4: Power Supply Module

The power supply module with 220V input will adjust the voltage required
by each module by the transformer. The standard voltage of CC2530 input is
3.3 V. In the smart lock terminal, the external power source is selected from
]J5 access to select the micro-power supply management chip, the HT7533
will adapt the power supply voltage Mach with that of CC2530.

4. SOFTWARE DESIGN
4.1 Software architecture
This software system includes three main functional modules: user

terminal module, background management module and device
management module. The specific structure diagram is shown in Figure 5
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Figure 5: Software overall functional structure diagram

The User terminal module: users establish communication with the phone
through the WIFI module controlled by STM32F4. It can issue the turn-on
or turn-off signals to STM32F4 through WIFI module on the mobile APP
When you need to open the lock or shut the lock. The AT instruction is sent
to CC2530 A module which dispose the received signal and forwarded it to
reach the B module . Finally, CC2530 B module control the opening and
closing of smart lock.

Background management module: which establish the back-end database,
store and manage the user’s and customer’s information such as
authorization and record the time that the user accesses the system, so it is
convenient for user to see about the record.

Device module: It is designed to detect the operation of intelligent lock.
When the lock fails in function, it can automatically send information to the
backstage for maintenance person and maintenance of the Device.

4.2 User module design

User module: Used for user to log in account on the mobile APP. The
specific flow chart shown in Figure 6.
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Figure 6: User module running flow chart

When the users log in the intelligent lock control system, initialize the
system firstly, enter the user name and password interface with a delay of a
few microseconds. After the users enter the account number and password,
the system automatically detects whether it is successful. Then it will enter
the next step: a query of user’s information if the input is successful: the
system will automatically match the username and password entered in the
database with the back-end
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database. If the matching succeeds, the user will enter the background
control interface, otherwise, the user is warned to re-enter the username
and password.

5. CONCLUSIONS

In this paper, we first designed a wireless control lock based on STM32F4
and CC2530 module. This device with a small size, low power
consumption and low price not only can solve some problems that the
intelligent lock posed but also a small intelligent device suitable for
civilian use that meets the smart locks of the average household and small
warehouse. What is more, it can effectively reduce the risk of theft of
goods in household and warehouse, meaningful to the real life.
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